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The partnership between private sector Cyber Security, 
Fintech, Artificial Intelligence companies and law enforcement 
agencies are essential in the fight against terror. 

Artificial Intelligence (AI) can collect data from sensors and 
cameras that can direct law enforcement efficiently to soft targets. 
AI and deep-learning machines can analyze large quantities of 
data and find patterns. 

The solution is the installation of more advanced surveillance 
camera systems capable of facial recognition that can identify 
terrorist suspects.  Aiming to have full 360o video coverage in cities 
and high-risk locations such as the following:

Airports, Borders, Point of entries, UNESCO Sites

Facial Recognition software can reduce the number of 
surveillance officers required to track suspects on terror lists, 
normally a minimum of 6 officers are required to monitor 1 suspect.

In European Union countries terror list numbers vary between 
20,000 and 25,000 in countries such as France, UK and Germany. In 
addition USA has 83,000 individuals on the no fly list.

AI facial recognition enables the fight against terror without 
any questions. AI for facial recognition should be nominated for a 
Nobel Prize.

Social media companies and encrypted messenger 
applications need to coordinate amongst themselves to undertake 
an effective data monitoring task force that will prevent and 
combat terrorism.

Another area of importance is the assistance that 
pharmaceutical companies can provide in the form of research 
and development in finding a safer fast acting antidote for nerve 
agents available to all.

1     Numbers very for example France has 20,000 with 4000 considered a real danger in similar the UK 
has at any given time 500 to 3000 deemed extremely dangerous that have required more investigation.
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FIT 
(FACEBOOK - INSTAGRAM - TWITTER)

The pressure is growing from government leaders to identify and 
prevent the spread of violent content from terrorist groups and platform 
users on the social networks such as Facebook, Instagram and Twitter (FIT).  
These companies must collaborate and consider a shared secured platform 
accessible by an interlinking FIT CT Agency.

The technology should be able to recognize online terrorist propaganda, 
identify who watches the propaganda, identify members of the terrorist 
groups, alert authorities of any post with threats of terrorist attacks, block 
and erase any picture/video/content that was previously flagged from been 
published again on any of the FIT platforms. Without it being uploaded and 
available for over 10 years like the case of the Yemeni cleric Anwar Alwalaki.

Social media companies must continue to develop AI Machine learning 
algorithms that can identify terrorist language and propaganda. The UN GA 
should consider passing a resolution to request all manufactures and social 
media companies to modify and install a new operating system with an anti 
CT detection program that can communicate to the FIT CT task force. 

One of the most important applications for AI in the field of 
counterterrorism is the processing of collected data. AI can collect and store 
unlimited amounts of data, recognize patterns and relationships. To make this 
process more effective and useful, governments should further support the 
development of AI counter terrorist agenda for collecting data. The results 
can be shared via a Counter Terrorism (CT) cloud with secure access by  
CT-partners and international intelligence agencies.

For the consideration of member states, a pilot project for Anti-
Radicalization Propaganda Ideological Warfare can be implemented in the 
algorithms and AI systems already in use. 

Fighting ideology with new ideology, extremist Muslims radicalized 
through recruiting propaganda with distorted translations of Islamic tenets 
that incite barbarism and conquering through fear, social media platforms 
have enabled the proliferation of content that is far from true Islam. This should 
be countered by the proliferation of content that is an undistorted version 
of the true Islamic tenets while at the same time addressing via content the 
ideological and psychological causes of terrorism.

Data of the viewers of propaganda should be stored and analyzed with 
AI to properly classify the at risk of radicalization demographics and micro 
address the issue with measures such as alerting authorities and parents of 
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minors and to consider confiscating travel documents. AI CT will be able to 
continually monitor all suspicious people on watch list without extending 
local law enforcement resources.

FIT and other social media platforms are trying to improve compliance 
and monitoring systems due to the intense scrutiny they are under. At this early 
age of AI machine learning human moderators executives must be enforced 
and empowered for flagging protocols and preventative measure. This FIT 
CT task force must reach a meeting of mind with human rights agencies and 
UNHRC in Geneva. The civil society should not forget that we are in a war 
against terror.

AI-v-Cybercrime The Source of 
75% of Terror Funding

Cybercrime is becoming extreme, aggressive and confrontational; 
it is the global threat to all nations and can affect many areas not just data 
breaches. Financial data and general data can now generate funds either by 
fraud and extortion. 

Cybercrime is being associated with crypto currencies that provide 
transaction anonymity and irreversibility of payments that have made them 
essential as one of the only methods of funding terror. It is estimated 75% of 
terrorist activities is funded by cybercrime.

Virtual currencies like Bitcoin require more regulatory oversight. 
Authorities need to harness the potential of Crypto currencies and understand 
its mechanism to facilitate earlier detection of terror financing. Failure to do so 
would allow the unconstrained development of a potentially major financial 
apparatus waiting to be fully exploited by cyber-driven terrorism.

Freezing Wallets
Wallets that are identified as high risk need to be frozen in collaboration 

with the crypto exchanges. Compliance in this field needs to catch up with 
the digital world.
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NERVE GAS and ANTIDOTES
Nerve agents, a class of synthetic phosphorus-containing compounds, 

are among the most toxic substances known. Brief exposure can lead to death 
within minutes. Once nerve agents enter the body, if not swiftly treated, they 
will irreversibly inhibit a vitally important enzyme called acetyl-cholinesterase; 
the function of this enzyme within the nervous system is to help brain and 
muscle communicate. When the nerve agent shuts down this enzyme, the 
nervous systems quickly gets over stimulated, leading to profuse sweating, 
convulsions and an excruciating death by asphyxiation.

There is currently not an appropriate antidote to safely counteract the 
poisonous, deadly effects of nerve gases. There is a need for a fast-acting 
antidote for a medical intervention to work after nerve gas exposure.

It has been highlighted that Scientists designing drugs and researching 
proteins must get a better understanding of AI to understand the benefits in 
creating new enzymes. To be able to create an enzyme using AI, instead of a 
process that normally takes millions of years to evolve we use this to create 
antidote against Nerve Agents that would have taken decades to produce. 

If a first responder administers a Sarin-destroying molecule, each 
therapeutic molecule must be capable of breaking down through hydrolysis 
hundreds of nerve agent molecules per second, one after another.

Enzymes, the genetically encoded catalysts of biology, are up for such a 
task. Man-made organophosphates such as Sarin are Xenobiotic. There are no 
enzymes that hydrolyze them.

When farmers spray pesticides, much of it ends up on the ground. Soil 
bacteria living nearby in these extreme environments are challenged by high 
doses of these potent foreign chemicals. It turns out that efficient detoxifying 
enzymes have recently evolved inside some of these microbes as a result.

Scientists have identified and isolated a small number of these enzymes 
and tested them on a range of nasty compounds, including nerve agents, 
which are structurally like some pesticides. A select few did indeed show 
hydrolytic activity.

Enzymes that initially showed only modest activity have been turned 
into potential therapeutics against VX – a chemical cousin of Sarin and the 
most toxic nerve agent of all. Using AI we will be able in a matter of months, 
scientists can engineer biological catalysts that normally take millions of years 
to evolve and fine-tune.
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In a collaboration study between researchers in Germany and Israel 
in late 2014, Guinea pigs under anesthesia were exposed to lethal doses of 
VX, followed by optimized VX-destroying proteins. Low doses of the protein 
drug, even after a 15-minute delay, resulted in survival of all animals and only 
moderate toxicity. 

Targeting AI to create the most efficient enzyme will cut decades in 
selecting the best antidote for nerve gas agents.

Protecting Refugee Values 
against the stigma of  
economic migrants and  
possible infiltration of extremists

Since 2011 the international spotlight has been focused mainly on the 
Middle East we have seen millions displaced from countries in the region, 
escaping from war, religious persecution, political persecution, hunger, 
daily fear of death to name a few of the reason we see migrants moving vast 
distances. The immediate reaction from the international community came 
from the EU that found itself in the direct path of the exodus; it had to spend 
resources to stem the flow of refugees.

Migrant flows can take place between nations and continents. Cross 
border flows are no longer one nation to another. Before a crisis can begin 
we must use AI to be able to predict the next migration crisis and Intelligently 
suggest remedies to an impending crisis. AI may predict imminent famine 
based on historic data and the climate change trajectory it will recommend 
alternative farming methods or alternate food sourcing that will cater to a 
changing climate. AI can address climate security and immigration as debated 
in the UN Security Council.

Another use of AI is to begin to predict new routes of migration finding 
weak spots and monitor them using facial recognition software. There has 
been an increase in using the South American migration route to the USA this 
has been boosted by new air routes from the Middle East and Africa. These air 
routes join continents without a visa requiring transit stop; this has created 
new migrant routes that cross the world.

In South America it is now common to see migrants from Nepal, Yemen, 
Bangladesh, Pakistan, Ethiopia, Eritrea, Somalia, and Iran. The numbers are 
reaching 10,000 per year. Many governments are focusing on the question of 
whether terror groups are exploiting these flows to mobilize operatives and 
resources, or whether vulnerable individuals within migrant groups will be 
radicalized or recruited.
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Land and sea-based routes in West Africa involve a dangerous land 
crossing of the Sahara. These African migration routes are key routes towards 
Libya and on to Europe.  The northern city of Agadez in Niger remains the 
principal transit hub for West African migrants. This route is highly porous 
with armed groups patrolling and financing their cause.

Recently we have seen a consolidation of these extremist groups into 
one Nusrat al-Islam, now the fight against violent extremism across the Sahel, 
(Sub-Saharan nations) as well as the migrant crisis have made this region a 
strategic important area.

Social Media a link or a threat?
Refugees Journey to a new land is full of negative factors these include 

fear, isolation, stigmatization, language barriers, illness, abuse, disrespect 
even when they settle in the final country. The closed border policy of nations 
will continue to deteriorate creating choke points for example the following:

•	 Calais Jungle (France/UK)
•	 Libya    (Africa/EU)
•	 Darien (Colombia/Panama) 

It is at these choke points that migrants are at their most vulnerable of 
becoming radicalized. Humanitarian agencies should deploy counselors to 
guide and help the real refugees and spot possible extremists. Social media 
allows refugees to stay in touch with loved ones that have remained, however, 
it is also a means for extremists to target these migrants. Hence AI and the FIT 
CT task force should monitor traffic from these areas.

 Online and offline recruitment by extreme groups looking out for weak 
migrants requires real time intelligence. Using AI to screen this data will 
effectively target groups that want to expand radicalization. These groups 
target individuals who feel isolated, ostracized, and aimless. The extremist 
groups usually offer a sense of belonging and praise to the individual they 
recruit. Setting up motivational programs to engage family and future 
generations. Large tech companies should create programs to detect and 
prevent this type of recruitment into violent extremism is required.




